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„Highlights at a glance

@
TOPMDR SOC
YOUR COMPREHENSIVE 24/7 SECURITY MONITORING SOLUTION FROM A SINGLE SOURCE

TopMDR SOC is a comprehensive SOC-as-a-Service solution (Security Operations Center) that 
centrally analyzes security-relevant event data from IT, network and cloud environments 24/7. 
Using modern SIEM technologies (TopMDR SIEM), anomalies and threats are detected in real 
time and forwarded to the SOC as alerts. A team of security experts assesses and handles these 
incidents while maintaining complete documentation of all actions taken across on-premises,
hosted and public cloud environments. This ensures maximum transparency and provides a 
secure foundation for audits and certifications.

@

GDPR-compliant data processing and storage within the European Union

No in-house SOC required: this reduces the workload of your internal IT teams

Early attack detection as well as automated identification and assessment of 

threats in real time

Supports compliance with regulatory requirements (e.g., NIS2, DORA)

Communication and support provided by German-speaking experts 

Optional forensic analysis and incident management on demand (AIR)

Ideally combined with TopMDR SIEM

1) SLA First Class (24x7) incuded. For more information, please refer to the TopSLA datasheet. It is available upon request.
2) Full Node: active monitoring, analysis and alerting; Light Node: no use cases, no alerting, and data is used reactively for investigative and analytical purposes only.
3) Incident handling services are provided exclusively for conova Managed Services.
Notes:
• Minimum contract period of 36 months.

TopMDR SOC 1) Set-up costs (one-time expense) Price per month

TopMDR SOC basic upon request upon request

Asset Full Node; price per asset 2) -- upon request

Asset Light Node, price per asset 2) -- upon request

Incident Handling by conova experts 3) -- hourly account

TopMDR SOC – extensions (excerpt)

Monthly/quarterly service meeting hourly account --

Advanced Incident Response (AIR) onboarding upon request --

Advanced Incident Response per node -- upon request

TopMDR SOC Expert per day upon request --

TopMDR SOC Incident Responder per day upon request --

TopMDR SOC AIR on-site deployment upon request upon request
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