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„Highlights at a glance

TOPBACKUP FOR MICROSOFT ENTRA ID
POWERFUL PROTECTION FOR YOUR IDENTITY MANAGEMENT IN THE MICROSOFT CLOUD

With TopBackup for Microsoft Entra ID you are getting a dedicated software solution that pro-
tects your Microsoft Entra ID environments and also ensures the security, resilience and re-
covery of your identity management systems. Our solutions combine modern encryption tech-
nology, real-time monitoring as well as automated recovery processes, thereby strengthening 
overall data security. At the same time, this specialized backup and recovery solution helps you 
meet your company‘s compliance goals.

TopBackup for Microsoft Entra ID

Monthly service fee (price for 10 users) 1) upon request

Set-up costs (one-time expense) upon request

Data protection for Microsoft Entra ID as well as support with regulatory

compliance measures such as GDPR

Automated backups ensure regular protection without manual effort

On-going real-time monitoring detects configuration deviations 

Fast, granular object-level recovery

Unified platform for managing all backups @

0 days 365 days

✓

277
days

600
million

3x
more

Risks of Insufficient Microsoft Entra ID Security

Average time needed to identify 
and contain a data breach, with 
207 days for identification and 

70 for containment.

Identity attacks carried out daily 
by cybercriminals and state 

actors.

Identities to manage, as the use 
of non-human machine identities 

continues to grow.

1) Minimum purchase: 10 users, with additional billing in increments of 10.  
Notes: 
• Minimum contact period of 36 months.. 
• Get your Microsoft Cloud licenses from conova now. As a Microsoft Cloud Solution Provider Direct (first tier), we now offer everything from a single source. With contracts made 

with a minimum 12-month term, we grant you discounts on Microsoft Azure and Microsoft Office 365 licenses. Billing takes place dynamically according to use.

With TopBackup for Microsoft Entra ID, you simplify data protection for your Entra ID tenant and can back up and quickly restore users, 
groups and Entra ID sign-in logs. Because the principle of ‘shared responsibility’ applies even for Entra ID data. This means that while 
Microsoft provides the service, you remain responsible for your data.

Source: Microsoft Digital Defense Report 2024, Identity Security Threat Landscape Report 2024


