€ CONOVA
TOPMDR CLOUD

MANAGED DETECTION & RESPONSE: SIEM AND SOC COMBINED INTO ONE CONOVA SOLUTION

With TopMDR Cloud from conova, you benefit from a fully managed cybersecurity solution that reliably
protects your company from modern threats while also reducing your operational workload - whether
your systems run in the cloud, at conova or on-premises. Our 24/7 active Security Operations Center
(SOC) detects and neutralizes threats in real-time - before any damage can occur. Cutting-edge tech-
nologies such as EDR/XDR, SIEM with SOAR, machine learning and Al are combined with proactive
threat hunting and the expertise of experienced analysts in order to achieve this. Transparent reports
and analyses additionally help you meet your compliance requirements efficiently.

77 Highlights at a glance

* SOC: 24/7 protection of your systems and rapid incident response by an
expert team - relieving the workload of your internal IT department

* Continuous monitoring of servers, clients, network infrastructure & cloud assets
* Comprehensive agent and log management
* Flexible and scalable, suitable for all environments - from cloud to on-premises
* Short implementation time and predictable costs
* Transparency via insightful reports and dashboards

* Compatible with a wide range of other conova solutions
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7. Report
TopMDR Cloud ¥ Set-up costs (one-time expense) Price per month
TopMDR Cloud Basic ? upon request upon request
Asset with log retention for 3 months,
- upon request
per asset
Asset with log retention for 12 months,
- upon request
per asset
TopMDR Cloud - Extensions (excerpt)
Individual setup of an asset,
upon request -
per asset
Log Collector ® upon request upon request

U SLA Economy included; SLA Business and First Class (24/7) optional - see SLA data sheet. The selected Service Level Agreement (SLA) only becomes effective once the initial
onboarding has been fully completed. Until then, the “Economy” SLA applies to all customers. The onboarding phase can only be finalized if the customer completes the required
onboarding steps on their side and on time, with conova’s support. For alerts and their processing, the currently active conova SLA applies. For assets running on unsupported
versions, as well as for customer-managed or outdated agents, compliance with the agreed SLA cannot be guaranteed. All SLA conditions are based on the underlying AWS
services. In the event of any degradation or unavailability of these services, the SLA guarantee does not apply.

2 Setup is performed via Autodeploy.

3 Corresponds to TopServer Managed VM small Linux. Required if the agent cannot be installed directly on the asset.

Notes:

* Incident handling is billed via the hourly account.

¢ Minimum contact period of 12 months.

N, Moo

Further options can be found in our current price list. A B
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