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Cyberattacks often target Microsoft 365

Distribution of exploits used in attacks
- 809%b of cyber attacks target by type of application attacked (in %)

Office applications

Browsers ‘ 5,84

- 179%b of attacks originated via email
and 25% via malicious link phishing

Android [ 4,69

- 1/3 of data on average is typically
unrecoverable after an attack wa [ 3,59

Adobe Flash || 3,45

POF || 2,34

Source: IT threat evolution in Q3 2022
Source: 2022 Data Protection Trends Report, Veeam
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https://securelist.com/it-threat-evolution-in-q3-2022-non-mobile-statistics/107963/
https://www.veeam.com/wp-data-protection-trends-report.html?wpty
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Self-service restores/
restore operators*

*The Self-Service Restore Portal only supports Microsoft 365 organizations using modern app-only authentication.
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Backup copy immutability benefits

Get peace-of-mind that Microsoft 365 data is out of reach from attacks

2

Immutable defense Data separation Recovery confidence
Ensure that Microsoft 365 data is Establish true data separation Data can be recovered with
ransomware-proof — unable to be with agnostic, immutable ease without any missing or

changed or deleted backup copies corrupt data
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NEW Immutable backup copies overview

From/to ANY object storage repository
> Azure Blob / Azure Blob Archive

(Storage account with enabled blob versioning +
Container with enabled version-level immutability)

*  Amazon S3 /Glacier
(Buckets with enabled object lock)

> S3 Compatible

z\/:] Easy retention setup

> Immutability period = retention period

> Blob object continues until all items out of retention
> Next backup copy becomes immutable

> New data put to new blob objects
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NEW
Veeam Service Provider Console



Veeam Service Provider Console

- Managing

Managing your Veeam Backup for Microsoft 365

Create and modify your own backup jobs

- Alerting and Reporting

Email alerting for jobs

Create your own protection reports
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Self-Service Restore Portal Enhancements

Self-Service Restore Portal for Microsoft 365 environments
empowers users to restore their own emails, files and more
— now with support for Microsoft Teams!

T Now users can choose their individual restore points and restore
O SharePoint and OneDrive folders.

Service providers can allow access to the restore portal
via the Veeam Service Provider Console.
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