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ku be m etes » Created by Google

» Influenced by Google's Borg cluster
manager

. » Kubernetes 1.0 was released on July 21, 2015
Open source project to orchestrate

containers on multiple hosts
» Now donated to the Cloud Native
Computing Foundation (CNCF) - includes
157 projects

Kubernetes (kuBepviitng kubernétés, Greek for "steersman, navigator” or "guide” ‘
CNCF landscape: https://landscape.cncf.io Red Hat



https://landscape.cncf.io/

Kubernetes

Google and Red Hat are the top contributors

Provides

>

>

>

Container orchestration on multiple hosts
Container grouping
Self-healing

Service discovery

Relies on other projects to provide

>

Operating System, container runtime
Networking

Security

Authentication and authorization
Storage

Monitoring

L.ogging

Registry

DNS, ..



kubernetes

Open source project to orchestrate

containers on multiple hosts

» Now donated to the Cloud Native
Computing Foundation (CNCF) - includes
157 projects

Kubernetes (kuBepviitng kubernétés, Greek for "steersman, navigator” or "guide” . Wikipedia

‘ Red Hat

OpenShift

An integrated infrastructure
platform to run, orchestrate,

monitor and scale containers

» OpenShift 3, released June 2015
»  Current OpenShift 4.12, 23 releases (1)

& RedHat
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kubernetes

100% Kubernetes

OpenShift is certified as 100%
Kubernetes by the CNCF.

Why OpenShitft

n
==

Ecosystem of choice

Red Hat partners offer
customers a choice of
technologies: Networking,

Storage etc without lock-in

Open source

OpenShift platform code is
100% open source, developed
and collaborated in the

upstream community.

Open Hybrid Cloud
OpenShift provides a

consistent operator and
developer experience on-

prem andin public cloud



15%

Mirantis

RED HAT OPENSHIFT

Container plattorm
market share leader

3.9%

Rancher

47.8%

Red Hat OpenShift

/7%

VMware

24 4%
Other

1.2%

Canonical

& RedHat
Source: Who's Winning in the Container Software Market, IT Pro Today, Jun 29, 2021.


https://www.itprotoday.com/containers/whos-winning-container-software-market

Red Hat OpenShift Fortune Global 500 hero slides

The Fortune Global 500 are achieving real business outcomes with
Red Hat® OpenShift®

8 O O/ of Fortune Global 500
O commercial banks
" O O O/ of Fortune Global 500 government
O and military companies

8 O O/ of Fortune Global 500 media
O and technology companies

Source: Fortune Global 500 subscription data as of 20 Januar y 2021

o1%
30%

of Fortune Global 500
services companies

of Fortune Global 500
telecom companies



Red Hat Product Security
Red Hat Product Security
& https:/faccess.redhat.com/securit... ’@REdHatSecuriiy

Red Hat preemptively secures against vulnerabilities

Customer Portal "Customers of ROSA, ARO or OpenShift Dedicated have SELinux enabled in enforcing mode in

every host across all clusters. Therefore, It is expected that customers have areduced impact from

CVE-2021-30465 | thisissue..

Public on May 19, 2021

Red Hat

Sustelen e "OpenShift Container Platform (OCP) includes a builtin externallP admission plugin, which restricts the use

of Service eternallPs to those configured by a cluster-admin. In OCP4 all externallP ranges are disabled by

CVE-2020-8554 default.”

Public on December 6, 2020

CVE-2020-14386

Red Hat

Customer Portal

"CAP_NET_RAW capability disabled by default (which is true for Red Hat Enterprise Linux), then only a
privileged user can trigger this bug..”

Public on September 2, 2020
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https://access.redhat.com/security/security-updates/#/cve?q=8558&p=1&sort=cve_publicDate%20desc&rows=10&documentKind=Cve
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Device Edge

Minimum System
Requiremeﬂts (per node):

Device Edge platform B e s
W/O S WI S
RHEL minimal profile and = 1 Core 2 Core
tooling for Edge devices + — > GB RAM 2GB RAM
MicroShift
104 devices
--------------------------------------- ‘ Red Hat i
OpenShift
Single-node edge servers
Low bandwidth or
disconnected sites I— -l 4 Cores
104 servers o K Management
H *
1 L 4
(Remote) worker nodes F.' | Worker: Control:
Space-constrained & R 1 Core 2 Core
environments E i 8 GB RAM 16GB RAM
| | | |
104 servers 102 clusters .
3 node Clusters Q |
Low footprint clusters E E 6 Cores
with high availability = — | 24GBRAM
| = | AHE ;
f 102 clusters § !
L 4
. Edge(s) de-centralized DC Cloud(s) or DC

& RedHat
‘ @ Cluster managementand application @ Kubernetesnode @Control node @Worker node

deployment control



Red Hat open hybrid cloud platform

Red Hat OpenShift Selt-Managed Editions

@
S RedHat
OpenShift Platform Plus

&, RedHat
OpenShift Container Platform

Complete application development Manageability and consistency
&, Red Hat platform across hybrid and multi cloud with

OpenShift Kubernetes Engine advanced security for DevSecOps

Adds:
Essential enterprise Kubernetes Adds:

infrastructure Developer Console
Logging & Monitoring Multicluster management
Includes: Serverless (Knative) Advanced observability and
. _ Service Mesh (Istio) policy compliance
Enterprise Kubernetes runtime Pipelines & GitOps (Tekton, Declarative security
RHEI._.CoreOSimmutablecontamerOS ArgoCD) Threat detection and response
Administrator console Insights for OpenShift (Cost, Scalable global container registry
OpenShift Virtualization Subscription, Advisor)




Developer sandbox and more
@

@ Getting started in the Developer Sandbox for Red Hat Ope...
Watch later
LN

[your@sandbox ~]% lscpu

RAM: 7GB

Storage: 15GB

Time limit: 3@ days
Awesome: YES

Sandbox: https://developers.redhat.com/developer-sandbox
Learn: https://developers.redhat.com/learn
Kube by Example: https://kubebyexample.com/

~»

Share



https://developers.redhat.com/developer-sandbox
https://developers.redhat.com/learn
https://kubebyexample.com/

OREILLY

Hybrid Cloud Apps
with OpenShift
and Kubernetes

Delivering Highly Available Applications
and Services

Jake Kitchener
& Dr. Brad Topol

https://developers.redhat.com/e-books

Micheel Elder,

DeVOpS‘VVlth
Openshift

CLOUD DEPLOYMENTS MADE EASY

Stefano Picozzi,
Mike Hepburn & Noel O'Connor

DevOps Culture
and Practice with
OpenShift

Deliver continuous business value through people
processes, and technology

Tim Beattie | Mike Hepburn | Noel O'Connor | Donal Spring
Niustrotions by lario Dorio



https://developers.redhat.com/e-books
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Das 21. OpenShift
Anwendertreffen

Jetzt reglstrleren .................................

Powered by € RedHat l APA” ‘ ec | LS
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https://www.openshift-anwender.de/
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https://www.openshift-anwender.de/
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OpenShift als
Managed Service

Von der Vorbereitung bis zur Betriebstuhrung

Matthias Vierthaler
Senior Systems Engineer

conova communications



Es war einmal eine Applikation ...

> Applikation — Umstieg aut OpenShift / TopContainer
» 4 Stufen

Vorbereitung (Machbarkeit)
Planung (Umsetzungsschritte)
Umsetzung (Konfiguration, Setup)
Betriebsflhrung

» Inklusive OpenShift-Besonderheiten

€ CONOVA @ RedHat



Fokus aut Kernkompetenzen

Der Kunde soll OpenShift bedienen aber nicht betreiben mussen!

conova Kunde
»  OpenShift Konfiguration »  Applikationsentwicklung
»  BetriebsfUhrung/Wartung »  Applikationssupport

»  VerknUpfung mit conova Managed Services

»  (Ggf. Consulting

22

€ CONOVA @ RedHat
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Vorbereitung

Applikation kompatibel mit OpenShift?
z.B.. Architektur
Monolithische Architektur (ein einzelner Service) ®
Microservices Architektur (mehrere kleine Services) ©
Mehrere Kunden auf einer OpenShift-Instanz (dhnlich zu Virtualisierung)
Management-Teil wird geteilt
Applikationsspezifische Arbeit wird exklusiv auf “Worker Nodes” ausgefuhrt
Werden zusatzliche Managed Services bendtigt?

Sperzielle Anforderungen an Netzwerk?

€ CONOVA @ RedHat
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Planung

Alle Vorbereitungsfragen geklart — Projekt wird umgesetzt
conova — Dienstleister/Kunde

OpenShift Konfiguration

Detailfragen der Managed Services, z.B.:

Datenbank, Mailrelay, Loadbalancer

€ CONOVA @ RedHat
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LOADBALANCERS

MANAGED BY CONOVA

—>
MANAGED BY
CUSTOMER

Beispielsetup

INTERNET

<

TOPCLOUD

N | [
— | —
|
] =

MANAGED SERVICES

FIREWALL

MAILRELAY

OPENSHIFT NODES

DATABASE

€ CONOVA @ RedHat
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>

>

>

Umsetzung

,/Applikation auf die Stralse bringen”

Entwickler hat hier deutlich mehr Méglichkeiten
Softwarerollouts ohne Downtime/Ausfall

UnterstUtzung bei Ausrollen von Applikation

Bestehendes container-lmage muss evtl. angepasst werden —

Sicherheitsstandards

Externe Repositories sollen eingebunden werden

€ CONOVA @ RedHat



27

>

>

>

Betriebstuhrung

Projekt ist abgeschlossen — Applikation lauft in OpenShift
Updates

Regelmaldige Updates halten System aktuell, ausgefuhrt durch

conova

Monitoring / Performanceanalyse

€ CONOVA @ RedHat
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Monitoring

» Uberwachung des gesamten Clusterbetriebs
» Applikationsspezifisches Monitoring passiert durch den Kunden
OpenShift probes — application health

> Zusatzliche individuelle Checks mit Kundenalarmierung moglich

€ CONOVA @ RedHat



Performanceanalysen

» Neben in OpenShift integrierten Moglichkeiten stellt conova auch

eine eigene Oberflache zur Verfligung: https://metrics.conova.com

» Neben managed VMs liefern hier auch OpenShift worker Nodes ein

— ein Tool fur beide Welten

+ System: Load, Context Switches, Interrupts, Forkrate

Load Context Switches Interrupts
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== longterm == midterm == shortterm == contextswitch == [nterrupts
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13:00

14:00

€ CONOVA @ RedHat


https://metrics.conova.com/

Und das Ende der
Geschichte..

.. Die Applikation und OpenShift lebten gltcklich
bis ans Ende ihres Produktzyklus’




