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• This presentation may contain product features that are currently under development.

• This overview of new technology represents no commitment from VMware to deliver  these 

features in any generally available product.

• Features are subject to change, and must not be included in contracts, purchase  orders, or sales 

agreements of any kind.

• Technical feasibility and market demand will affect final delivery.

• Pricing and packaging for any new technologies or features discussed or presented  have not been

determined.

This information is confidential

Disclaimer
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Office 365
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Cloud 
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Support
& Service
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Amazon
Services

VMware
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VMware Cloud 
on AWS

FunctionsSimple
Storage

Machine
Learning

AnalyticsDev 
Platforms

Telco/NFVBranch

EDGE

Customers

Multi-Cloud Complexity is a Big Opportunity for Cloud Partners

ControlSecurity
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Strategy

Mixed
mode
delivery 
is the
new
frontier

Hyper Scale

Public Cloud

On Premise

Private Cloud

Hosted

Private Cloud

Service Provider

Public Cloud

*451 Research Jan 2021 - Cloud Price Index - Cloud to Ground

18%* public only 20%* on-premise/private only
57%

Hybrid*
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Cloud Director
Basics
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Build
- Kubernetes Cluster as a Service

- S3 Object Storage as a Service
- Infrastructure as code with VCD Terraform provider IaC 

Run
- Containers
- 200+Bitnami applications
- VMware Cloud Marketplace Apps
- Custom/homegrown apps
- Compute, Network, Storage and Security as code 

Manage
- Reporting as a Service

- Custom reporting and dashboards 
- Charge-back

- Application specific reporting
- Automation

Connect
- Hybrid endpoints
- On premises and cloud

Protect
- Edge Firewall Services

- Web App firewall
- Disaster Recovery replication

- 3rd party ecosystem
- Dynamic Group Firewall Membership

- Microsegementation
- Tested Application Catalogs

- Native Kubernetes, Tanzu Kubernetes Grid

- Data Center Grouping
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Using Secure Multi-tenancy Means Better Margins
Without Compromising Service Levels

Provider Resource Pool 1 Provider Resource pool 2
Provider
Resource

Pool 3

Shared hardware

CUSTOMER 1 CUSTOMER 2 CUSTOMER 3 CUSTOMER 4 CUSTOMER 5
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Self Service eliminates many provider side, operational tasks
Single pane of glass meets customer expectations

Access all Cloud resources

Catalogs of services to select

Access to all services

Extend with custom services

Single entry to multiple clouds

Metering and chargeback
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Focus on expanding your offerings with

Extensibility
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Partner and deliver a strong ecosystem of
vendors that support extensible offerings

Cloud Director
Extensibility

Data Protection
Services

Disaster
Recovery
Services

Veeam
Backup and Restore

Cohesity
Data Protection

Rubrik
Data Protection

Dell
Data Protection

Zerto Disaster
Recovery

Custom Services
Build your own

VMWARE PROFESSIONAL SERVICES

PROVIDER  PROFESSIONAL SERVICES
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Deliver
the native
protection
that
customers
need
for
applications

Cloud
Director
Availability
Extensibility

DR as a
Service
On Premises to
Cloud

DR as a
Service
Cloud to Cloud

Migration as a
Service
ground to cloud
/ cloud to cloud

Monitoring
vRealize
Operations
Tenant App
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Cloud Director @
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Tenant Portal

Every organization has a dedicated portal called the tenant portal.
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VMware Cloud Director Security

VMware Cloud Director identifies users from 
different locations:

• Local users

• Organization imported from LDAP

• vSphere single sign-on (SSO) SAML provider (through 
SAML 2.0) users

• SAML2

• OAuth2
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Cloud Resources

VMware Cloud Director configures and allocates 
cloud resources:

• vSphere datastores or datastore clusters are 
categorized with vSphere storage policies.

• Memory and CPU resources are configured to 
resource pools.

• Storage policies and resource pools are attached to 
provider VDCs.

• Resources are allocated from provider VDCs to 
organization VDCs.
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Edge Gateway

Edge Gateways are NSX-T Tier-1 
Gateways provisioned by VMware 
Cloud Director in a specific NSX-T Edge 
Cluster

Provides networking and security 
services

Dedicate an external network for BGP
configuration and route advertisement

Allocated public addresses are not 
assigned to Tier-1 interfaces: instead, 
they are routed by 
Tier-0/VRF when used by tenant

NSX-T implementation
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Cloud Director @
Coming Soon
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Consistent networking and security across virtual data centers

Data Center Groups

ORG VDC A ORG VDC B

PROVIDER VDC PROVIDER VDC

ORG VDC NETWORK (ROUTED)

ORG VDC NETWORK (ISOLATED)

ORG VDC NETWORK (IMPORTED)

INTERNET

Tier-0 / VRF

DFW

ORG VDC NETWORK (ROUTED)

MPLS

DATA CENTER
GROUP 1

DATA CENTER
GROUP 2

Stretching networks across organization(s) VDCs

VDCs must be backed by the
same Network Pool (NSX-T 
Transport Zone)

An Org VDC can 
participate in multiple 
DC Groups

DFW

1

2 Shared security model across organization VDCs (common Distributed Firewall policy)



Confidential │  ©2022 VMware, Inc. 19

Enabling distributed firewall in VMware Cloud Director

Multi-tenant Micro-Segmentation

Activate Distributed Firewall enables a new Distributed Firewall 
section in a Virtual Data Center Group

L4 L7

Source and destination can be: Static Groups, 
IP Sets or Dynamic Groups

10.3

10.2Distributed firewall (static grouping)

Distributed firewall (dynamic grouping)
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Cloud Director service
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VMware Cloud Director

Provider Data Center(s)

Cloud Provider Admin Tenant BTenant A Tenant C

Unified Mulit-Cloud Management Experience with Cloud Director service

Tenant D

US West

VMware Cloud on 
AWS     SDDC

Multisite Pairing

VMware Cloud on 
AWS

UK London

Google Cloud VMware 
Engine SDDC

Google Cloud VMware Engine

Native ServicesNative Services

Proxy VMSSL Reverse Proxy

VMware vCenter

On Customer Premises

SSL Reverse Proxy

Region A Region B vCenter SDDC  A vCenter SDDC B
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Cloud Director – Infrastructure @

• VMware Infrastructure conova TopCloud

• Networking and Security Options

• conova Product Combinations

Ernst Hacker - Senior Systems Engineer
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VMware Infrastructure conova TopCloud

conova Data Center 
Salzburg DC4/DC5

Region Salzburg City

Compute

Storage & SAN

Network

conova TopCloud VZ-DC4/DC5

conova Data Center 
Hallein DC6/DC7

Region Salzburg South

conova TopCloud VZ-DC6/DC7

conova TopCloud VZ-DC4/DC6 GEO

TopCloud

Active/Active – Sync Mirror – <1ms 

2x 32G FC SAN

2x 200G ETH

 20km / ca. 300µs RTT →

SSD / SAS / SATA SSD / SAS / SATA

4x32G FC 4x32G FC

2x100G ETH 2x100G ETH

 Veeam   Backup for conova TopCloud→

TopCloud GEO

Backup
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Networking and Security Options

MPLS (L2.5)

Routed (L3)

MPLS ORG VDC NETWORK (IMPORTED)

conova conova SW customer

INTERNET ORG VDC NETWORK (ROUTED)

conova SW conovacustomer EDGE GWcustomer FW

( Site2Site VPN )

Dedicated line (L2) ORG VDC NETWORK (IMPORTED)

conova SW 
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Network and Security Options

INTERNET

EDGE GW

NAT

ROUTED

EXTERNAL

ISOLATED

EXTERNAL FW

VIRTUAL FW

Full Managed FW   
Barracuda / Palo Alto

Supported FW
Customer FW 
TopHousing

(PRIVATE IP Space)

(PUBLIC IP Space)
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conova Product Combinations

INTERNET
Public Clouds

(conova SLA)

customer

conova TopCloud

Storage as a Service

• FC SAN Storage SSD/SAS/SATA

• CIFS / NFS NetApp Storage SVM

• CIFS / NFS Backup Space

• S3 Storage

TopHousing Racks

• Unmanaged / Remote Hands

• Managed Hardware

• Full Managed Infrastructure

City SouthFull Managed

• Managed Windows / Linux VM

• Managed Service

• Monitoring and SLA

VM VM

City South

Network and Security

• Dedicated / Shared

• DC Interconnect ETH/SAN

• Firewall and Security

On-premise

Private Cloud

Public Cloud
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Cloud Director – Infrastructure @

• Veeam Backup - Key Features

• Veeam Infrastructure for conova TopCloud

• Veeam Backup Self-Service Portal

Philipp Reichl - Senior Systems Engineer
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Key Features

• Self-Service Portal for TopCloud customers

• GFS, Reverse and Forward incremental Backup

• Application-aware Backup

• Oracle

• Microsoft Exchange

• Microsoft SQL Server

• Restore

• Full VM Restore

• File-level Restore

• Single Disk Restore with Quick Rollback

• vApp Restore

• Point in Time Recovery (Oracle and SQL)

• Reporting and alerting
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Veeam Infrastructure for conova TopCloud

conova Data Center 
Salzburg DC4/DC5

Region Salzburg City

conova TopCloud VZ-DC4/DC5

conova Data Center 
Hallein DC6/DC7

Region Salzburg South

conova TopCloud VZ-DC6/DC7

 Veeam Backup for conova TopCloud→

Productive data

Backup data location 
VZ-DC6/DC7

Productive data

Backup data location 
VZ-DC4/DC5

VM VM VM VM VM VM

Tenant BTenant A Tenant C Tenant D

Self-Service Portal

Backups

conova TopCloud VZ-DC4/DC6 GEO
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Veeam Backup for conova TopCloud – Self-Service Portal
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Veeam Backup for conova TopCloud – Self-Service Portal
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Veeam Backup for conova TopCloud – Self-Service Portal
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Veeam Backup for conova TopCloud – Self-Service Portal
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Veeam Backup for conova TopCloud – Self-Service Portal
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