service

vmware \

Cloud Director™ Qﬂ
< —0
N0

Jerome Klodzinski - Senior Cloud Solution Architect, VCPP

al | ©2022VMware, Inc. @ CON OVA



Disclaimer

* This presentation may contain product features that are currently under development.

* This overview of new technology represents no commitment from VMware to deliver these

features in any generally available product.

* Features are subject to change, and must not be included in contracts, purchase orders, or sales

agreements of any kind.

* Technical feasibility and market demand will affect final delivery.

* Pricing and packaging for any new technologies or features discussed or presented have not been

determined.
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Multi-Cloud Complexity is a Big Opportunity for Cloud Partners

CONOVA

B Microsoft
Bl Azure

o

Security Control Support Cloud VMware Amazon Simple Functions Dev Office 365
& Service Management Services Services Storage Platforms
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Analytics Machine Branch Telco/NFV
Learning
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[ ]
IVI I Xe d Hyper Scale On Premise

Public Cloud Private Cloud

mode N\
delivery
( 20%* on-premise/private only )

is the y N

n e W Service Provider Hosted
Public Cloud Private Cloud
frontier

Strategy

57%
Hybrid*

< 18%* public only )

*451 Research Jan 2021 - Cloud Price Index - Cloud to Ground
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Cloud Director

ENS
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Build

- Kubernetes Cluster as a Service
- Native Kubernetes, Tanzu Kubernetes Grid
- S3 Object Storage as a Service
- Infrastructure as code with VCD Terraform provider laC

Protect Run

- Edge Firewall Services ® Conta|.ners . .
. - 200+Bitnami applications
- Web App firewall
. . - VMware Cloud Marketplace Apps
- Disaster Recovery replication
- Custom/homegrown apps

- 3rd party ecosystem .
- Dynamic Group Firewall Membership - Compute, Network, Storage and Security as code

- Microsegementation
- Tested Application Catalogs

Cloud Director”

\WEREE
Connect - Reporting as a Service

- Hybrid endpoints - Custom reporting an_dcdhaasrzz?s;(cili

~On premises and cloud — - Application specific reporting

- Data Center Grouping - Automation
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Using Secure Multi-tenancy Means Better Margins

Without Compromising Service Levels
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Self Service eliminates many provider side, operational tasks

Single pane of glass meets customer expectations

vm vCloud Director Resources Libraries Administration Monitor More v {:c:)} AC Ce SS a | | C I O u d re S O u rc e s

Cloud Resources vSphere Resources

Organizations Catalogs of services to select

Organization VDCs
NEW MIGRATE TENANT STORAGE

Organization VDC Templates
State Organization

‘ Access to all services

Provider VDCs -
Enabled 0

Cloud Cells 1

Extend with custom services

Edge Gateways

External Networks

Network Pools

Single entry to multiple clouds

VM Sizing Policies

Metering and chargeback

MacBook
Bl
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Focus on expanding your offerings with

Extensibility



Partner and deliver a strong ecosystem of
vendors that support extensible offerings

@ Cloud Director

Extensibility

@ Custom Services
Build your own

Data Protection
Services

®a.
Cohesity \ 4 .’. Rubrik | Dell
Backup and Restore Data Protection E. Data Protection Data Protection

VEEAM  \/eeam
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VMWARE PROFESSIONAL SERVICES

PROVIDER PROFESSIONAL SERVICES

O
S

Disaster
Recovery
Services

Zerto Disaster
Recovery

CICONOVA .



Deliver
the native
protection
that
customers
need

for

applications

mwa rem C LO U D P ROVI D E Rm Confidential | ©2022 VMware, Inc.

New

© New protection

@& New migration
Settings

iy Replication settings

& Network settings

= Disk settings

& Change storage policy

Instances
%5 Sync

[0 Pause

Recovery

/% Migrate
(L] Failover

& Test failover

1] Delete replication

@

Cloud
Director
Availability
Extensibility

O 0 6

DR as a
Service

On Premises to
Cloud

DR as a
Service
Cloud to Cloud

Migration as a
Service

ground to cloud
/ cloud to cloud

Monitoring

vRealize
Operations
Tenant App

S9CONOVA
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Cloud Director @ S9CONOVA
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Tenant Portal

Every organization has a dedicated portal called the tenant portal.

O A administrator
2

vm VMware Cloud Director Resources Libraries Administration Monitor -
System Administratar

Cloud Resources vSphere Resources
Crganizations

MEW MIGRATE TENANT STO
n v Templ

Trganization <an Publish Catalogs vApps RUPNING YMs

vider VDC 1 Mo 1

Cloud C

c A Notsecure | 1 0.100/tenantM arketing v

B I

tr_admin
Organization Administratar

vm VMware Cloud Director Data Centers Applications Libraries Administration Monhitor Q @~

Virtual Data Center

Rurining Applica Ri

88 vApps: O 2} CPU: O MHz

fa)

& Marketin

Applications Memaory

o}

vAppS

Oof0

Runnin
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VMware Cloud Director Security

VMware Cloud Director identifies users from
different locations:
e Local users

Organization imported from LDAP

vSphere single sign-on (SSO) SAML provider (through
SAML 2.0) users

SAML2

OAuth2

mwa rem C LO U D P ROVI D E Rm Confidential | ©2022 VMware, Inc. @ CON OVA
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Cloud Resources

VMware Cloud Director configures and allocates
cloud resources:

» vSphere datastores or datastore clusters are
categorized with vSphere storage policies.

 Memory and CPU resources are configured to
resource pools.

» Storage policies and resource pools are attached to
provider VDCs.

» Resources are allocated from provider VDCs to
organization VDCs.

mwa rem C LO U D P ROVI D E Rm Confidential | ©2022 VMware, Inc.

VMware Cloud Director

Organization: Marketing Organization: Finance

C QOrg VDCs Catalogs Users and Policies Org VDCs Catalogs
oll B B HENR
' '

Provider VDCs

S —
SE

Port Groups

vSphere

Secure Private Cloud

il

T

S9CONOVA



Edge Gateway

Edge Gateways are NSX-T

O EB RIS b 10-pod03-vrta0t provisioned by VMware
Genera Cloud Director in a specific NSX-T Edge
Services CI u Ste r

v General
Firewall
Name

N Provides networking and security
General Settings e - 100.64.112./3 SerViceS

Distributed Routing

Security
Dedicate an external network for
Using Dedicated External Network Yes (ext-t-pod 01) Co nfigu ratio n a n d
— . Allocated public addresses are not
assigned to Tier-1 interfaces: instead,
B | R they are by

QOrganization Virtual Data Center

Tier-0/VRF when used by tenant
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Cloud Director @ S9CONOVA

Coming Soon
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Data Center Groups
Consistent networking and security across virtual data centers

- Stretching networks across organization(s) VDCs

- Shared security model across organization VDCs (common Distributed Firewall policy)
Tier-0 / VRF

DATA CENTER
ORG VDC NETWORK (ROUTED) GROUP 1
:
ORG VDC NETWORK (ISOLATED)
-
~~~~~~ An Org VDC can
participate in multiple
ORG VDC NETWORK (ROUTED) P DC Groups

LI DATA CENTER
GROUP 2

T ORG VDC A ORG VDC B Y
PROVIDER VDC PROVIDER VDC VDCs must be backed by the

same Network Pool (NSX-T
Transport Zone)

_____
-
-
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Multi-tenant Micro-Segmentation

vmw VMware Cloud Director Data Centers Applications Networking Libraries Administration Monitor
Data Center Groups

All Data Center Groups >

(‘(é: dcgroupO1  svync DELETE

vmw VMware Cloud Director Data Centers Applications Networking Libraries Administration Monitor

General ~ General Details

Data Center Groups

Participating VDCs Name
Edge Gateway Description - All Data Center Groups > dcgroupO1

Status
@ dcgroupO1  sync  DELETE
Security ~ Distributed Firewall
Static Groups
N Status G |
isets 1 onora Default Policy Status Enabled DISABLE

Dynamic Groups
Participating VDCs
Application Port

Profiles EDIT RULES

Edge Gateway L7

Networks
Distributed Firewall Name State Applications Context Source Destination Action
Security ANY-TO-WEB Enabled HTTP, HTTPS Any web-servers Allow

3 3 3 Static Groups
enables a new DIStrIbUted Flrewa” WEB-TO-DB Enabled - web-servers db-servers Allow

section in a Virtual Data Center Group ek

Dynamic Groups SSH-TO-LINUX Enabled mgmt-it linux-servers Allow

Application Port
Profiles Default Enabled - Internal Internal Reject

Networks

Source and destination can be
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Cloud Director service
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@,

Cloud Provider Admin Tenant A Tenant B Tenant C Tenant D

® 00

Unified Mulit-Cloud Management Experience with Cloud Director service

|

‘_i_, L

SSL Reverse Prox - ]
y i Proxy VM | Multisite Pairing

! ' —

|

SSL Reverse Proxy

VMware vCenter

VMware Cloud Director

Google Cloud VMware Engine

VMware Cloud on

} ] 1
a B | | s
: . P b =
| - b Provider Data Center(s) . On Customer Premises ]
) 1 H 1 H 1 1
T - R 1 B A T N e e e .
. ! i I i I
] 1 Google Cloud Google Cloud VMware D 1 VMware Cloud on 1 I H 1 ' H 1 -
i_____: Native Services Engine SDDC o i_____: AWS  SDDC P L I-I I-I P L I-] I-] .
i 0‘. : 1 Native Services : : i ': H
I I I I
e N ! - N ! e N ~ A I
1 1 1 1 1 1
2 | EII] i | o | o o e i DEI I i = = ) | |
H |E o 1| H]m |||| mj [m_o i | ! i | Mo ] fur o ] | | m_o ][ o | } ! o mm o m - / i O _mjfii_o m "o o m -
i \III o _mj[m_o m||m_o mm_o "I/ ! / o mim o m||m o mim o m : 1 _o mjfm_o m ' I o mj[m_o m "o _mj[m_o m .
(& S 1\ > - J 1
1 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1
I
i UK London H : US West - / Region A Region B i H vCenter SDDC A vCenter SDDC B i
1 1 1 1 1 1
I I
S ] o ] e : L l
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Cloud Director — Infrastructure @ S9CONOVA

 VMware Infrastructure conova TopCloud
« Networking and Security Options

e conova Product Combinations

Ernst Hacker - Senior Systems Engineer

mwa re® C LO U D PROVI D E Rm Confidential | ©2022 VMware, Inc.
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VMware Infrastructure conova TopCloud

Backup

TopCloud GEO

TopCloud

Network

Compute

Storage & SAN

< - Backup for conova TopCloud =

Region Salzburg City

conova Data Center
Hallein DC6/DC7

conova Data Center
Salzburg DC4/DC5

< 20km / ca. 300us RTT 2>
2x 200G ETH

Active/Active — Sync Mirror — <1ms
2x 32G FC SAN
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Networking and Security Options

g::ﬂ;ﬁ;::!!::!E!E:
0

Routed (L3) ‘E @ m @ ORG VDC NETWORK (ROUTED)

customer FW customer conova conova SW EDGE GW

( Site2Site VPN )

N EERENNRENN
g EEEEEEREEEE

e ORG VDC NETWORK (IMPORTED)

MPLS (L2.5)

AsEEEESEISEIEIEIED

Dedicated line (L2) ORG VDC NETWORK (IMPORTED)
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Network and Security Options

VIRTUAL FW

ISOLATED EDGE GW

NAT (PRIVATE IP Space)
ROUTED (PUBLIC IP Space)
EXTERNAL E

EXTERNAL FW

Full Managed FW s ted FW Customer FW
Barracuda / Palo Alto upporte TopHousing
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conova Product Combinations

INTERNET

Public Clouds Public Cloud
(conova SLA)
Full Managed (4137 SR City South Storage as a Service
Managed Windows / Linux VM *  FCSAN Storage SSD/SAS/SATA
Managed Service VM VM e CIFS / NFS NetApp Storage SVM
Monitoring and SLA e CIFS / NFS Backup Space
+ S3Storage 8BRS
A A A A
conova TopCloud Private Cloud
\4 \ 4 \4 A 4

Network and Security TopHousing Racks

Dedicated / Shared Unmanaged / Remote Hands

A A
A A
A A o)
LA LA
DC Interconnect ETH/SAN ¢ Managed Hardware
Firewall and Security — — * Full Managed Infrastructure

On-premise
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Cloud Director — Infrastructure @ S9CONOVA

* Veeam Backup - Key Features
* Veeam Infrastructure for conova TopCloud

* Veeam Backup Self-Service Portal

Philipp Reichl - Senior Systems Engineer
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Key Features

mwa rem C LO U D P ROVI D E Rm Confidential | ©2022 VMware, Inc.

Self-Service Portal for TopCloud customers

GFS, Reverse and Forward incremental Backup

Application-aware Backup

Oracle
Microsoft Exchange
Microsoft SQL Server

Restore

Full VM Restore

File-level Restore

Single Disk Restore with Quick Rollback
vApp Restore

Point in Time Recovery (Oracle and SQL)

Reporting and alerting

CICONOVA ..



Veeam Infrastructure for conova TopCloud

VeeAM < Veeam Backup for conova TopCloud 2>

o e = = - = = = e = e e e = e e e e e e e e = ——— = = e = = =

Region Salzburg South

conova Data Center
Hallein DC6/DC7

/ Productive data \

conova Data Center
Salzburg DC4/DC5

/ Productive data \

o O e I i
tvaPP] [vapRl  [vaPPy
[P N (RO | R [OO|

1
1
1
1
1
1
1
1
Back [
ackups C
1
1
1
1
|
1
!
\

L WAPP L WAPP VAPP

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
CO N (O I [ :
I
VM VM M 1
1
\ oo
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

g
N

TenantC Tenant D

/Backup data Iocation\

VZ—DCG/DC7
N .
g )¢

.vbk  vib

\
/Backup data Iocation\
VZ-DC4/DC5

Q O @]
(- (@ (-

e e e e e e e e e e e e e e e e e e e e e e e e e e e ) e e e e ) e e e e e e e e e |
<
B
<
a
<
E
g e
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Veeam Backup for conova TopCloud — Self-Service Portal

& Self-Service Backup Portal for Demo

Dashboard

Letzten 24 Stunden Letzte 7 Tage

Geschutzt

VApps
VMs
VMs-Grolie

Backup repository @DC3 Si...

Status o
Quota

Genutzt

10.00

Throughput (MB/s)

Elemente

Jobs

Jobs 4
Maximale Dauer 4 min

Durchschnittliche Geschwindigkeit 95 MB/s

Letzten 24 Stunden

@ Erfolgreiche Jobs
. Jobs mit Warnungen

© Fehlerhafte Jobs

-

2 Aktualisieren

Backup repository @DC6 Si...

Status V]
Quota 1000 GB
Genutzt 47,4 GB

Anzeigen: Alle Keine

Name

@ Backup repository @DC3 Site Reverse Inc

@ Backup repository @DC6 Site Forward Inc

mwa re@ C LO U D P F\)OVI D E Rm Confidential | ©2022 VMware, Inc.
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Veeam Backup for conova TopCloud — Self-Service Portal

= Self-Service Backup Portal for Demo

Backup-Job bearbeiten

Dashboard Dateien Elemente

Job Einstellungen Virtuelle Maschinen auswéahlen

Job-Name: Q Y status (All)
Virtuelle Maschinen : . .
== Hinzufigen erne ' Ausschliisse

== Erstellen... ta lert %} Job v 02 Aktualisieren
Guest Processing

- Objekte hinzufugen
Name Status ame

Job-Zeitplan

Single_VM_Backup » Lauft B vApp_VeeamTest

E-Mail Benachrichtigungen

VApp_Backup ») Lauft Neu laden

vCloud Organization
Demo
DEMO_vDC_VZ-DC6

3E Demo_vCD004
haer-Test_2_vCD004
haer-Test_vCD004

; DEMO_vDCO01_SATA

; DEMO_vDCO03_SATA

DEMO_vDCO005

Abbrechen
Zuruck Fertigstellen Abbrechen
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Veeam Backup for conova TopCloud — Self-Service Portal

& Self-Service Backup Portal for Demo
Dashboard Jobs Dateien Elemente
D) Historie @8 Export {0 Aktualisieren

VM vApp Job-Name Wiederherstellu... Repository Zuletzt erfolgreich

VeeamTestVM vApp_VeeamTest vApp_Backup 1 Punkt Backup repository @DC6 Site Fo... 28.05.2022 01:04:20

VeeamTestVM vApp_VeeamTest Single_VM_Backup 1 Punkt Backup repository @DC6 Site Fo... 28.05.2022 01:01:07
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Veeam Backup for conova TopCloud — Self-Service Portal

= Self-Service Backup Portal for Demo veeam v (7]

Dashboard Jobs VMs Dateien Elemente

Suche nach Backups von: | vApp_VeeamTest\VeeamTestvM X | Aus Liste auswahlen...

28.05.2022 01:04:20 x ﬁ e ¢1) Historie

Name Eigentiimer Anderungsdatum
$Recycle.Bin

. Administrator NT AUTHORITYASYSTEM 27.11.2018 15:57:23
Documents and Settings

All Users NT AUTHORITYASYSTEM 16.07.2016 15:34:35
PerfLogs

. Default BUILTIN\Administrators 12.02.2018 16:02:46
Program Files

. Default User NT AUTHORITY\SYSTEM 16.07.2016 15:34:35
Program Files (x86)

Public NT AUTHORITYASYSTEM 21.11.2016 02:24:46
ProgramData

| desktop.ini BUILTIN\Administrators 16.07.2016 15:21:29
Recovery

. | RESTORED-desktop.ini BUILTIN\Administrators 16.07.2016 15:21:29
System Volume Information
Users

Windows
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Veeam Backup for conova TopCloud — Self-Service Portal

= Self-Service Backup Portal for Demo

Dashboard Jobs VMs Dateien Elemente

SQL-Datenbank Oracle-Datenbank

SQL-Server:

Q Aus Liste wahlen... ¢L) Historie
Datenbank zum Wiederherstellen:

Verflighare Datenbanken werden nach Angabe eines Instanznamens
angezeigt
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Thank You
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