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Qoops, your files h

What Happened to My Con

Your important files are encrypted.
Many of your documents, photos, vi
accessible because they have been e
recover your files, butdo not waste:
our decryption service.

Payment will be raised on

s=j Can I Recover My Files?
5/16/2017 00:47:55 Sure. We guarantee that you can rec

not so enough time.
Time Left You can decrypt some of your files f
i o T o "l But if you want to decrypt all your fi
¥ dB ot Bt You only have 3 days to submit the
Also, if you don't pay in 7 days, you
We will have free events for users w

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only.
Please check the current price of Bit
click <How to buy bitcoins>.

And send the correct amount to the
After your payment, click <Check Pz
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Was ware wenn wir der Erpressung bei Ransomware folgen ...

Suchen der Liicke und Zahlung (meistens Die Entschliisselung
Infektion Bitcoin oder Monero)

N

Frohe Kund durch den Falls wir wirklich ein Und nun??
Akteur/Erpresser und Entschliissungsskript
Beginn der bekommen

Kommunikation



Suchen der Lucke u Zaniung (meistens
@

Infektion Bitcoin odsr Honert

Die Frohe Kund
Kommunikation und Zahlung anonym ...

Kommunikation

Die Entschiusseiung

Falls i wirkich ein Und nunz?
Entscniuzsungsskript
bekommen

File Edit Format View Help
lbreetings,
IThere was a serious security breach in your systems and this was detected during our scans.

We encrypt your data that you see important in your system by processing twice. As encryption is done as SHA256 and AES256, we would like to remind you that you can not restore your data with known da

process and / or make copies of them. Corruption of the original files may cause irretrievable damage to your data.
]It is useful to know that random deletion techniques are used 3 times when you delete, you can not bring back deleted data by known methods.
| These methods will only cause you to lose time.

If you wish, you can contact us via the following communication to resolve this issue.
Do not forget to add the specially generated code below when you want to reach it.

SITE_CODE:BFOEC@BB [::: Greetings

i Little FAQ: 2
datamoon@mail.com Q have been encrypted and now have the “"makop” The file

data_lockerer@protonmail.com AL

not happen.
Q: Whats Happen?

A: Your files have been encrypted. The file structure was not damaged, we did
everything possible so that this could not happen.

v to recover files?
you wish to decrypt your files you will need to pay in bitcoins.

2

Q: How to recover files?

A: If you wish to decrypt your files you will need to pay in Monero(XMR) - this is one
of the types of cryptocurrency, you can get acquainted with it in more detail here:
https://www.getmonero.org/

What about guarantees?
411 cooperate with us. Its not in our interests.
|sizes(max 1 mb), we will decrypt them and send back to you. That is our guarantee.

4.
Q: How to contact with you?
A: You can write us to our mailbox: datamoon@mail.com or data_lockerer@protonmail.com

535

Q: What about guarantees?

A: Its just a business. We absolutely do not care about you and your deals, except
getting benefits. If we do not do our work and liabilities - nobody will cooperate with
us. Its not in our interests.

To check the ability of returning files, you can send to us any 2 files with SIMPLE
extensions(jpg,xls,doc, etc... not databases!) and low sizes(max 1 mb), we will decrypt
them and send back to you. That is our guarantee.

5.
Q: How will the decryption process proceed after payment?

decrypt all your encrypted files

If I don’t want to pay bad people like you?

e key. In practice - time is much more valuable than money.

2t
to change encrypted files by yourself!
4.

Q: How to contact with you?
A: Please, write us to our qTOX account:
7BDD546F7524089A930B12F793F4C1D1B4470A15A4CBA85AAGDA6DO3OAFE2E48B8799204F004
You can learn about this way of communication and download it here:
https://qtox.github.io/
Or use Bitmessage and write to our address: BM-2cUbGd124Dcs1Jdc5VfSa2GDMCliaNTesC
You can learn about this way of communication and download it here:
https://wiki.bitmessage.org/ and here:
https://github.com/Bitmessage/PyBitmessage/releases/

+

Its just a business. We absolutely do not care about you and your deals, except getting benefits.

ly w:
To check the ability of returning files, you can send to us any 2 files with SIMPLE extensions(jpg,xls,doc, etc... not datab

If we do not do our work

A: After payment we will send to you our scanner-decoder program and detailed instructions for use. With this program you will be |

If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data, cause only we hi

11 try to use any third party software for restoring your data or antivirus solutions - pxnse make a backup for all encry
)anges in encrypted files may entail damage of the private key and, as result, the loss all data




Die Frohe Kund ...

(2 Messages | 2 Send

=) Subscriptions & Chans

Kommunikation und Zahlun

anonym ...

% Identities
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new
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sent
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Suchen der Lucke und Zahlung (meistens. Die Entschiusselund
Infektion Bitcoin odsr Honert

Falls wir wirklich ein Entschliisselungs-
skript bekommen

Frone Kund durch den ot i e
AkteurErpresser und ngssuript
Beginn der

Kommunikation

The RSA key pair does not correspond to the KeyID used or the KeyID could
have been copied incorrecty with additional blank spaces. Finally the note
may contain more than one KeyID and you are using the wrong one...
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[ Loadfrm Note | \meimmoot»mu\‘ 050520211409 Dateord
05052021033 Dateirdnc

S| 05: || Globaioptions. xml, [ID-0839053F).

Send iveubaus

(£ Lok Datenager 1) i RibbonOptions.xml. [ID-0839053F]
i comasmr . ™ repe—Y
G Kpks (IREDLO2EXC) ) L Bror SYSTEMog [DOS305]. 2925 05.05.202102:23 297651 e DA DR ]
RESTORE FILES INFO = Notepad Drveist. i [0-083905F] 25205 050520210223 257050 = Sam-esizeFree. xR

File Edit Format Help Gt Netanerk V' Giypied Extension. | §ESZETTER_UE M, (IUUSEDS:

Q: If I don’t want to pay bad people like you? ~ L st ot 0008330537 295 “5"“""““; " e uAioéoSNUXaWEéySkGG - /i

A: If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data, cause i et 0541 Ll al wEihal véga

” 4 ' . v : pvYFUZHYw3digbDOWmgkFK TANHhOQKiovMLn

only we have the private key. In practice - time is much more valuable than money.

RESTORE_FILES_INFO.txt Anderungsdatum: 05.05.202103:45 Ersteldatum: 05.05.202103:45 05AY0|sL\/SESGchNX%UXﬂHmSMJhndQK/us1HKi
Textdotar

ment Gratie: 30268

+55/SUgOBmnmipJXehUvb/BAGK2FXyrZibd
GeNIFn0610Z4C6+3/gKRTM IphEDQThv3TycOlb

+: :BEWARE:
DON'T try to change encrypted files by yourself!

If you will try to use any third party software for restoring your data or antivirus solutions - please make a backup for
all encrypted files!

Any changes in encrypted files may entail damage of the private key and, as result, the loss all data.

NIGQ4ENzy
»FEWQWHEGBG%FMMJSVW&'MOSOC

o
Load from Note:

"Paste from Clpboard |

Key Identifier:
mY09sE218n9IPNX/CFligrm7CeDVnkeVrGrmwxjSctujRoz76UN7I6B9c1zaoxwdB2rRgEpV2DarI TF JoludgmQMz8/ 2V FKbI /e33h5wOrqcPlqKLSy 78gcygl|
85wz rCmyyaHSu/bv93Yy tP6OCYKaUUZ T/ eVK1 9QBNASOT aGRPAFHS TvKObM1B2£70d3RFQurcOcs sEpxevXiHOAYTHoFPbsxS933 /DVT2uxgADtaZF )

0
RK60kgalETKtHqWCC1E3HNTQKMLF 2puHYnhnJ cia7yPFIDBSQ894e6/wiNOFqnYaPiBOKXERB/ xbiavguKbiDXtyYVPSHZI6LendhPUBVoyXV6520pzAi TRr)

1hexwfLud70xE1Vs7301CBoAgPn1F61LW1xAgkqA/Ji4BLd4Fc1IZXG7oEITIS2YcBOPp1dOUiugINQcdFLyAKy2DprTGIYFALLFLI2HUX 1t c2XXOF x1moHul
lg1VWWfgcZ3xh)1ERh6SFVS9aFHa50V5zdciBpuB8BHZrB741E7nFKInhyBxGAZU7ZYqCel jOPCkGyMOOrbwPscf/fFS48c1ScPkg=]

TOKE Vs
§4BLA4FCAIZXGToEITI52YC00Pp 1d0UugINGedFLy
AKy2DprTGJYTALLFLS2HUXjkcZXXOFximoHualVWE

nFKinhyBxG4ZU7ZYqCeLj9PCGyMOObwPscf AF
S40cIScPkg

PC Hardware ID:
AB2BCFEC

Load from Note.

Mit Lightshot geschossen




Ubungen? Sind nicht
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Erik Rusek
Senior Manager
Cybersecurity & Privacy

Tel.:  +43 676 833775456
erik.rusek@pwe.com

Thank you

Thomas Kastner
Manager
Cybersecurity & Privacy

Tel.: +43 676 833773231
thomas.k.kastner@pwc.com

pwc.at/cyber
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